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DETAILED ACTION 

1 . An amendment was received on 13 March 2006. By this amendment, Claims 1 
and 6 have been amended. No claims have been added or canceled. Claims 1-9 are 
currently pending in the present application. 

Specification 

2. The Examiner thanks Applicant for the changes in replacing the term "detonate" 
throughout the specification. However, the Examiner notes that the amendments have 
introduced at least one new error as noted below. Further, as noted in the following 
section, the drawings also include the term "detonate" and should also be corrected. 

3. The disclosure is objected to because of the following informalities: 

The specification appears to contain minor errors. Specifically, in paragraph 
0054, as amended by the present response, it appears that in the phrase "random-code 
generation program 38 is activates", "activates" is intended to read "activated". 

Appropriate correction is required. Applicant's cooperation is again requested in 
correcting any other errors of which Applicant may become aware in the specification. 
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Drawings 



4. The drawings are objected to because they include the term "detonate" (see 
Figure 3, step 100). It appears that this should be corrected, as has been done 
elsewhere in the disclosure, to read "activate". Corrected drawing sheets in compliance 
with 37 CFR 1 .121(d) are required in reply to the Office action to avoid abandonment of 
the application. Any amended replacement drawing sheet should include all of the 
figures appearing on the immediate prior version of the sheet, even if only one figure is 
being amended. The figure or figure number of an amended drawing should not be 
labeled as "amended." If a drawing figure is to be canceled, the appropriate figure must 
be removed from the replacement sheet, and where necessary, the remaining figures 
must be renumbered and appropriate changes made to the brief description of the 
several views of the drawings for consistency. Additional replacement sheets may be 
necessary to show the renumbering of the remaining figures. Each drawing sheet 
submitted after the filing date of an application must be labeled in the top margin as 
either "Replacement Sheet" or "New Sheet" pursuant to 37 CFR 1 .121 (d). If the 
changes are not accepted by the examiner, the applicant will be notified and informed of 
any required corrective action in the next Office action. The objection to the drawings 
will not be held in abeyance. 
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Claim Rejections - 35 USC §112 

5. The rejection of Claims 1-9 under 35 U.S.C. 112, second paragraph, as indefinite 
is withdrawn in light of the amendments to the claims. 

Response to Arguments 

6. Applicant's arguments filed 1 3 March 2006 have been fully considered but they 
are not persuasive. 

Regarding the rejection of Claims 1-9 under 35 U.S.C. 103(a) as unpatentable 
over Duda, US Patent 5708710 in view of Kung et al, US Patent 6889321 , Applicant 
argues that neither Duda nor Kung teaches encrypting the second ciphering key with 
the first cipher key before transmitting the second ciphering key. However, the 
Examiner respectfully disagrees, noting that Kung discloses that a second key is 
distributed encrypted by a first key (see Figure 10; see also column 35, line 61 -column 
36, line 20) and that Kung further discloses that updates of the encryption key can occur 
when the secure feature is active (and therefore new keys which are distributed are 
implicitly encrypted by the old key; see column 34, lines 44-47; see also column 33, 
lines 14-17, where all communication is encrypted using a key). The Examiner further 
notes that Duda generally discloses that specific details of techniques for updating 
encryption keys are known in the art (see column 5, lines 39-43). 
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Therefore, for the reasons detailed above, the Examiner maintains the rejection 
as set forth below. 

Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. Claims 1 -9 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Duda, US Patent 5708710 in view of Kung et al, US Patent 6889321. 

In reference to Claim 1 , Duda discloses a method for updating a ciphering key 
used in a wireless network system (see, for example, column 3, lines 31-38) where the 
method includes starting a counter (column 4, lines 43-48), randomly generating a 
second key (see column 4, lines 10-12) if the counter conforms to a predetermined 
threshold (column 4, lines 53-55), a wireless access point transmitting the second key to 
a wireless station to update a first key stored in the station, and using the updated key 
to encrypt data between the access point and the station (column 5, lines 34-39). 
However, although Duda discloses a counter and a counter threshold as described 
above, Duda does not explicitly disclose that the counter counts a time and that the key 
is updated at a predetermined time. 
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Kung discloses a system in which a randomly generated encryption key (column 
33, lines 8-1 1) in a wireless system (see, for example, column 5, lines 14-19) is updated 
at predetermined time intervals, either a set interval or random sized intervals (column 
34,, lines 25-43). Kung further discloses that the second key is encrypted by the first key 
when updating (Figure 10; column 35, line 61 -column 36, line 20; column 34, lines 44- 
47). Therefore, it would have been obvious to one of ordinary skill in the art at the time 
the invention was made to modify the method of Duda to include a clock counting a 
specific time as the counter, in order to prevent a compromised key from causing 
excessive damage by limiting the length of time an exposed key would remain active 
(see Kung, column 34, lines 43-46, where a hacker with access to a broken key is 
prevented from having continuous access to the system). 

In reference to Claims 2 and 3, Duda and Kung further disclose transmitting a 
challenge text from the access point to the station; the station encrypting the challenge 
text into the response text which is transmitted to the access point; the access point 
comparing the response text to a standard text, which is also the encrypted challenge 
text (see Duda, column 2, lines 22-32, where a well-known challenge response method 
is used); the station transmitting identification data to the access point and thereby to a 
server; and the access point updating the key if the identification data matches data 
stored in the server (see Duda, column 1 , lines 39-50; column 3, lines 45-52; column 4, 
lines 18-27). 

In reference to Claim 4, Duda and Kung further disclose requesting a response 
from a user before updating the key (see Duda, column 2, lines 22-32). 
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In reference to Claim 5, Duda and Kung further disclose decrypting data using 
the second key once the key is updated (Duda, column 5, lines 34-39, where the key is 
updated). 

In reference to Claim 6, Duda and Kung further disclose a plurality of stations, 
each storing a key and a unique identification data (for example, Duda, column 1 , lines 
39-48; column 3, lines 45-67). 

In reference to Claim 7, Duda and Kung further disclose generating the key 
randomly (Duda, column 4, lines 10-12; Kung, column 33, lines 8-11). 

In reference to Claim 8, Duda and Kung further disclose the access point 
transmitting a challenge text to the station after the key is updated, and performing a 
well-known challenge response protocol to verify the second key has been properly 
received and updated (see Duda, column 2, lines 22-32). 

In reference to Claim 9, Duda and Kung further disclose a real time clock (Kung, 
column 9, lines 55-62). 

Conclusion 

9. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
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mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Zachary A. Davis whose telephone number is (571 ) 272- 
3870. The examiner can normally be reached on weekdays 8:30-6:00, alternate 
Fridays off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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